OpenStack Tutorial




\' N1
\ /1IN AN
WirelfE Vel o

AN =l e Ve
) Sl CANS

)

) 1 [, f
| crele

A T\

el el C
). vl
) J
>

At O -
//f \

L.
TGN ar
| | AT 4 1A

LUA K
)~

CKeana ,f;/;.j-f;;au:;k no:
/

NVEVIEW.

NEWOTrK

DAl an image
1 1INSTtanNce
)JIN INte an Instance
Security, RUIES

L) K-

r

Create a vVolume
facn a \/Ulurrm 0 an Instance

e pr—
\

B) =

SINGg RES
eal USe-case scenarios

DEPIQY.

FAPI With Ooranurrr ck CLI

’

d WED server

nstall WoradPress




d 1O take care of anytnink?

need to have a working virtual environment and
2 [eal-Worla use-case examples!




Where to start

Stack, a free service to test a
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Create a network

Project > Network > Networks > Cre »' e/
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Create a network

Project > Network > Networks > Create Netw
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Details” tab

Disable Gateway



( ‘NllpEuhTr

WORKS

Create a network
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Network > Networks

Networks

Displaying 1 item
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Create/Load an Image
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> consult the docum

# Project (0)

@ Shared with Me (0) | & Public (11 + Create Image

[m} Type Status Public Protected Format Size Actions

Image Active Yes No acow? 5331 MB Launch Instance | ~
[} Image Active Yes Yes acowz 195.1 MB Launch Instance | ~
o c Image Active Yes Yes acow? THIMB Launch Instance | ~
[0 CentOST-Ato Image Active Yes Yes acowz 10051 MB Launch Instance | ~
o c Image Active Yes Yes acow? 715.6 MB Launch Instance | ~
[ Ubuntutd.04 Image Active Yes Yes acowz 2474 MB Launch Instance | ~
[ Ubuntut6.04 Image Active Yes Yes acow? 269.3 MB Launch Instance | ~
[} Image Active Yes Yes acowz 395.8 MB Launch Instance | ~
o F Image Active Yes Yes acow? 2235 MB Launch Instance | ~
[} 7 Image Active Yes Yes acowz 8723 MB Launch Instance | ~
O  Cimos Image Active Yes Yes acow? 12.7MB Launch Instance | ~

Displaying 11 fems
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L aunch an Instance
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Launch an Instance
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L aunch an Instance

CESS the Instance /
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Key-pair
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Project > Compute > Access & Security > Key Pairs

YOU have two possibilit
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Create Key Pair

mport an existing Public Key

Import Key Pair

Key Pair Name

Key Pair Name
| Description:

Key pairs are ssh credentials which are injected into

images when they are launched. Creating a new key pair
registers the public key and downloads the private key (a
pem file)

Description:

Key Pairs are how you login to your instance after it is

Public Key launched
Choose a key pair name you will recognise and paste
your SSH public key into the space provided
SSH key pairs can be generated with the ssh-keygen
command
ssh-keygen -t rsa -f cloud.key
This generates a pair of keys: a key you keep private
(cloud.key) and a public key (cloud.key.pub). Paste the ;
contents of the public key file here
After launching an instance, you login using the private

key (the usemame might be different depending on the
image you launched)

Protect and use the key as you would any normal ssh
private key.

Cancel Create Key Pair

ssh -i cloud.key <username>@<instance_ip>

Cancel Import Key Pair
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Availability Power Time since

T —TEIE IP Address Size Ke?r Status Task Actions
Name Name Pair fone State created

I"EVenytning goees Well, you will see the Power State C
|

nstance report Runmng (In case of problems, the statu

=(fe)p)

Project > Compute > Instances

O Ubuntu16.04  192.168.0.102 - Active  nova Mone = Running 0 minutes Create Snapshot | -

.
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L aunch an Instance
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Project > Network > Network Topology
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Assign a public IP to an Instance

Clreate a rRouter

Dvaianrt ~ NlAatin iy 5"’6”; A Roe Z'//Z‘: i i e, /a-/,, 7 (” L 7
Project > Network > Routers > Create Router

Create Router

Router Name *
router Description:

Creates a router with specified parameters
Admin State

Up
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Assign a public IP to an Instance
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Configure Gateway to the publ (@éa twork:
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Set Gateway

External Network *

bl .| Description:
You can connect a specified external network to the
Router Name * router. The external network is regarded as a default

route of the router and the router acts as a gateway for

router ) .
external connectivity.

Router ID *

edbcebT2-995a-4446-9aa1-15fcad 33854

Cancel Set Gateway
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Assign a public IP to an Instance

Project > Network > Yei@i(-ﬁfv > Router C ///”
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Add Interface

Subnet*
Description:

You can connect a specified subnet to the router

private: 192.168.0.0/24 (private-subnet) e

IP Address (optional) @ The default IP address of the interface created is a

192 168.0_ 254 H gateway of the selected subnet. You can specify

another IP address of the interface here. You must
select a subnet to which the specified IP address

belongs to from the above list

Router Name *

router

Router ID *

e46ce672-995a-4446-9aa1-15f9cad3385d

Cancel Add interface



Assign a public IP to an Instance
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Manage Floating IP Associations

IP Address *

Select the |P address you wish to associate with the

selected instance or port

IP Address

ated

ddresses all

floating IP

N

Port to be associated *

104

2.168.0

test: 192

Associate

ancel

-
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Assign a public IP to an Instance
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Allocate Floating IP

public -| Description:

Allocate a floating IP from a given floating IP pool

Project Quotas
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Manage Floating IP Associations

IP Address *

IP Address * ) .
. Select the IP address you wish to associate with the

8.43.86.94 v 4 selected instance or port

Port to be associated *

test: 192.168.0.104







Instance Overview

le | U Information
T o - Name test
1D 202c9b40-7656-45f7-bf0a-9a53d07dfc 58
< Status Active
7 ’ Availability Zone nova
Created Feb. 23, 2017, 5:35 p.m
| | Time Since Created 20 hours, 44 minutes
Specs
Flavor m1.small
Flavor ID 2
RAM 2GB
1 VCPUs 1 WVCPU
G !
Disk 20GB
i IP Addresses
ne

Private
Security Groups

default

192.168.0.109, §.43.86.94

ALLOW IPvd 22/tcp from 0.0.0.0/0

ALLOW IPv4 1-65535/udp to 0.0.0.0/0
ALLOW IPv4 1-65535/tcp to 0.0.0.0/0
ALLOW IPv4 icmp from 0.0.0.0/0

ALLOW IPv4 icmp to 0.0.0.0/0
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Manage Security Rules
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Manage Security Group Rules: default (4b8848d5-2cf4-4f69-a2ae- 146dad7437b1)
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Add Rule

Rule *

Custom TCP Rule
Direction

Ingress

Open Port *

Remote * @

CIDR

Description:

Rules define which traffic is allowed to instances assigned
to the security group. A security group rule consists of
three main parts

Rule: You can specify the desired rule template or use
custom rules, the options are Custom TCP Rule, Custom
UDP Rule, or Custom ICMP Rule

Open Port/Port Range: For TCP and UDP rules you
may choose to open either a single port or a range of
ports. Selecting the "Port Range" option will provide you
with space to provide both the starting and ending ports
for the range. For ICMP rules you instead specify an
ICMP type and code in the spaces provided

Remote: You must specify the source of the traffic to be
allowed via this rule. You may do so either in the form of
an |IP address block (CIDR) or via a source group
(Security Group). Selecting a security group as the
source will allow any other instance in that security group
access to any other instance via this rule

Cance‘ m
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Attach a Volume to an Instance

11111

test-volume
/olumes are block devices that can be attached to
Description. ~~~ instances

Volume Type Description:
nfs

Volume Limits

Number of Volumes (0
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Attach a Volume to an Instance
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Manage Volume Attachments

Attach To Instance
Instance * @




Attach a Volume to an Instance

[0 Name Description Size Status Type Attached To A

O - 1GB  In-use nfs Attached to on /devivdb  nd
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http://www.darwinbiler.com/openstack-creating-and-attaching-a-volume-into-an-instance/
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10010101
& Download OpensStack RC File
"/,, 11Y '7 "\ N Service Service Endpoint
QY u'/// utriLv
Compute http://8.43.86.2:8774/v2/e4c2b7f003b34f4aabdf48bed4a30eea
Network http://8.43.86.2:9696
rale
AU Volumev2 http://8.43.86.2:8776/v2/e4c2b7f003b34f4aab4f48bed4a30eea

Computev3 http://8.43.86.2:8774/v3

/', Ry i Ve S3 http://8.43.86.2:8080

ILCAL DN
Image http://8.43.86.2:9292
Metering http://8.43.86.2:8777

f//

3 Volume http://8.43.86.2:8776/v1/e4c2b7f003b34f4aabdf48bed4al30eea
EC2 http://8.43.86.2:8773/services/Cloud
Object Store hitp://8.43.86.2:8080/v1/AUTH_e4c2b7f003b34f4aab4f48bed4a30eea
Identity http://8.43.86.2:5000/v2.0
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& Download EC2 Credentials

+ View Credentials
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https://docs.openstack.org/user-guide/common/cli-install-openstack-command-line-clients.html

Using OpenStack API

AT TT T TTTTFT T T I FIF T TITTF.

jacopo@IJUGOE:~$ source openrc.sh
Please enter your OpenStack Password:
jacopo@IUGOE:~$ openstack server list

| e@2c9b40-7656-45F7-bfBa-9a53d07dfc58 | test | ACTIVE | private=192.168.0.109, 8.43.86.94 | Ubuntulé.04
| b6f2cd@B-a789-4f64-b607-b7falefBf8c2 | test2 | ACTIVE | private=192.168.0.108 | Cirros-0.3.4 |

jacopo@IUGOE:~$ |




Real Use-case scenario:



https://help.ubuntu.com/lts/serverguide/httpd.html
https://www.digitalocean.com/community/tutorials/how-to-install-wordpress-with-lamp-on-ubuntu-16-04

Sources and Useful Links
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https://docs.openstack.org/admin-guide/
https://docs.openstack.org/admin-guide/
https://docs.openstack.org/user-guide/
https://docs.openstack.org/developer/devstack/
https://access.redhat.com/documentation/en-US/Red_Hat_Enterprise_Linux_OpenStack_Platform/3/html/Getting_Started_Guide/part-Using_OpenStack.html
https://www.youtube.com/watch?v=D4mmZUZIM-k&list=PLz0c5JNg5UJYc9lSCZBviBUC1BB7dB5nk

