
Instructor: Prof. Dr. Xiaoming Fu 

Presenter: Jiachen Chen 

Computer Networks Group, Institute of Computer Science 

Georg-August-Universität Göttingen 

Advanced Computer Networks 

Content-Centric Networking (I) 



MOTIVATION 
• CCN is a form of Next Generation Network 

 

• What’s the problem of the “current generation network”? 

• What do we need in CCN? 

• What’s the benefit of CCN? 

• Why CCN is better? 

 

• How does CCN work? 
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HOW WE ARE USING COMPUTER NETWORKS? 

http://www.url.com/ google.com/ 

University of Goettingen 



http://www.uni-goettingen.de/en/1.html 



LET’S SEE THE FULL PICTURE 
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MY PURPOSE USING NETWORK: GET DATA! 
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• Network should understand my requirement! 

• Why current Internet is not designed in this way?? Is it a f law in design? 

Data 

Data 
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Cache 



PROJECTS/PUBLICATIONS RELATED TO CCN 
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• Document Oriented (and beyond) Network Architecture (DONA) [1] 

• Teemu Koponen, et al. SIGCOMM’07 

• Project: 4WARD NETINF [2] – SAIL NETINF [3] 

• SAIL: Scalable and Adaptive Internet Solutions 

• Project: PSIRP [4] – PURSUIT [5] 

• PSIRP: Publish/Subscribe Internet Routing Paradigm 

 

• Networking Named Data [6] 

• Van Jacobson, et al. CoNext’09 

• Clean Slate 

• Project: CCNx [7] – NDN [8] 

• NDN: Named Data Networking 

• Project: Green ICN [9] 



HOW TO ACHIEVE CONTENT-CENTRIC? 
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Content Name IP 

email, WWW, phone, … 

SMTP, HTTP, RTP, … 

TCP, UDP, … 

ethernet, PPP, … 

CSMA, async, sonet, … 

copper, fiber, radio, … 

browser, chat, … 

File Stream, … 

Security 

Strategy 

IP, UDP, PPP, … 

copper, fiber, radio, … 

/ugoe.edu/jchen/acn14-ICN.pdf     /_v<timestamp>/_s3 

Globally-routable 
name 

Organizational name Conventional/automatic 

User / App supplied name 
Versioning & 
Segmentation 

ugoe.edu 

jchen 

acn…pdf 

_v1 _v2 

_s1 _s2 _s3 



DATA PACKETS 
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• Query / Response: 

• Router forward request to best provider(s) 

• Data follow the request path 

• Data consumes the request 

• Request can be aggregated 

• Data replicated in the network 

• Data can be cached in the network 

 

Content Name 
Selector 

(order preference, publisher filter, scope, ..) 

Nonce 

Interest (Request) 

Content Name 

Signature 
(digest algorithm, witness, …) 

Signed Info 
(publisher ID, key locator, stale time, …) 

Data 

Content Descriptors 

Data (Response) 



FORWARDING ENGINE 
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• Forwarding Information Base (FIB) 

• Stores the information about where to forward the request to. 

• Prefix → Face 

• Pending Interest Table (PIT) 

• Stores the unsatisfied requests 

• Interest → Face 

• Content Store 

• In-router cache 

• Content Name → Data 

 



DATA FLOW IN NDN – SERVE A PREFIX 
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DATA FLOW IN NDN – SERVE A PREFIX 
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DATA FLOW IN NDN – SERVE A PREFIX 
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DATA FLOW IN NDN – REQUEST A DATA 
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DATA FLOW IN NDN – REQUEST A SAME DATA 
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DATA FLOW IN NDN – REQUEST A SAME DATA 
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DATA FLOW IN NDN – RESPOND A DATA 
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DATA FLOW IN NDN – RESPOND A DATA 
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DATA FLOW IN NDN – RESPOND A DATA 
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DATA FLOW IN NDN – FURTHER REQUESTS 

6/5/2014 ACN'14 – CONTENT-CENTRIC NETWORKING (I) 20 

R1 

R6 

R2 

R7 

R8 

R9 

R5 

R4 

3 

3 

4 

2 1 
6 

8 
3 

2 
4 

3 5 

9 
1 

4 

3 

S 

FIB for /ugoe/acn 

C1 

PIT for /ugoe/acn/icn_1.pdf 

C2 

R3 

R8 

R7 

R9 

R6 

R5 

C3 

Interest: “/ugoe/acn/icn_1.pdf” 



DATA FLOW IN NDN – FURTHER REQUESTS 
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DISCUSSION 1: FLOW CONTROL 
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• Pipelining: 

• Receiver send multiple Interests before he receives Data 

• Receiver-driven Flow & Congestion Control [10] 

• Sequence number 

• TCP-like window control (AIMD) 

• Problem?? 

 

 /ugoe.edu/jchen/acn14-ICN.pdf     /_v<timestamp>/_s3 

Globally-routable 
name 

Organizational name Conventional/automatic 

User / App supplied name 
Versioning & 
Segmentation 



DISCUSSION 1: FLOW CONTROL 
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• Example: VoCCN [11] 

 



DISCUSSION 2: TRUST 
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• Inherit trust support: 

• Signature in Data packet 

• Hierarchical publisher-key establishment 

 

Content Name 

Signature 
(digest algorithm, witness, …) 

Signed Info 
(publisher ID, key locator, stale time, …) 

Data 

Content Descriptors 

Data (Response) 

[6] 



DISCUSSION 3: PROBLEMS? 
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• Scalability: 

• FIB size? (Unbounded name space) 

• Efficiency: 

• PIT locking? 

• Cache aware routing? 

• Cache hit rate? 

• Security: 

• Interest f looding attack? 

• Incremental Deployment? 

• Congestion Control? 

• Functionality: 

• Users will be limited to query/response? 
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