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MOTIVATION

e (CCN isa form of Next Generation Network

* What’s the problem of the “current generation network”?
*  What do we need in CCN?

* What’s the benefit of CCN?

*  Why CCN is better?

e How does CCN work?
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MY PURPOSE OF USING THE NETWORK: GET DATA!

Network should understand my requirement!
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WHY CURRENT INTERNET IS NOT DESIGNED IN THIS
WAY? IS IT A FLAW IN DESIGN?

Connect me with
DNS host 66.45.78.89
22

4

Give me today’s
- issue of Time
Magazine
8z
4

§ Current : : Information 5
' Network ~ *._Centric Networlk

TCP/IP was designed .
Current applications:

when the popular . :

-  Users are primarily interested in content (what)

application was )

“conversations” * not where they retrieve the content from
» This fits with current solutions such as CDNs,
 distributed cloud, load-balancing and etc.
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PROJECTS/PUBLICATIONS RELATED TO CCN

* Document Oriented (and beyond) Network Architecture (DONA) U
* Teemu Koponen, et al. SIGCOMM’o7

Project: 4WARD NETINF 2/ - SAIL NETINF Bl
» SAIL: Scalable and Adaptive Internet Solutions

Project: PSIRP 4l - PURSUIT 5]
« PSIRP: Publish/Subscribe Internet Routing Paradigm

s

Networking Named Data [°]
* Van Jacobson, et al. CoNext’o9
* C(lean Slate
Project: CCNx [71 - NDN (8]
« NDN: Named Data Networking
compulpgject: Green ICN l9
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How TO ACHIEVE CONTENT-CENTRICITY?

Versioning &
User / App supplied name Segmentation

/ugoe.edu/jchen/acnig-ICN.pdf /_v<timestamp>/_s3
browser, chat; ...

Globally-routable Organizational name Conventional/automatic

File Stream, ... name

Security
)ConteﬁP Name( -
Strategy
[P, UDP, PPP, ...

copper, fiber, radio, ...

COMBATY)
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HOUR GLASS SUMMARY

' browserchat.. |

' File Stream ... '

e

\ SMTP HTTP RTP... |

TCP UDP ... Individual apps Se CLII‘IIY

‘{a:antent
chu rlks

Ve (

/ethernet PPP .\ . Individual links | Strategy‘

(CSMA async sonet ... | | . [IPUDP P2P BCast ... |

]

\copper fiber radio ... | \copper fiber radio ...

C( mput
N—E-T)
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DATA FLOW IN NDN — SERVE A PREFIX

Serve: “/ugoe/acn”




DATA FLOW IN NDN — SERVE A PREFIX

FIB of R,
e Prefix

/ X / 6 /ugoe/acn
4
Q -
3

—> FIB for /ugoe/acn

comput

N\
W“O'R'K\s EEEEEEEEEEEEEEEEEEEEEEEE . ICN 04/23/2019




DATA FLOW IN NDN — SERVE A PREFIX

—> FIB for /ugoe/acn

CO""’“l"]'r)))
N-&
Weg e NN
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DATA FLOW IN NDN - REQUEST A DATA
PIT of R,

Prefix Face

/ugoe/acn/icn_1.pdf @

@nterest: “/ugoe/acn/icn_l.pdi;”
\M
. 4

I

/]

/]
/]
v

Interest: “/ugoe/acn/icn_1.pdf”

2 /
1

R

D — @ +

—> FIB for /ugoe/acn
computqry) —==> PIT for /ugoe/acn/icn_1.pdf
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DATA FLOW IN NDN - REQUEST A SAME DATA

PIT of Ry Interest: “/ugoe/acn/icn_1.pdf”
Prefix Face

/ugoe/acn/icn_1.pdf R,

Interest /ugoe/acn/lcn 1.pdf”

—> FIB for /ugoe/acn
computqry) —==> PIT for /ugoe/acn/icn_1.pdf

\
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DATA FLOW IN NDN - REQUEST A SAME DATA

PIT of Ry

Interest: “/ugoe/acn/icn_1.pdf”
Face
R, R,
D
1\2

Prefix

/ugoe/acn/icn_1.pd

—> FIB for /ugoe/acn
computqry) —==> PIT for /ugoe/acn/icn_1.pdf
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DATA FLOW IN NDN - RESPOND A DATA

PIT of R, :
Data: “/ugeefacnfen—tpaf/—v

Prefix Face Narre
/ugoe/acn/icn_1.pdf Ry ;o

—> FIB for /ugoe/acn
computqry) —==> PIT for /ugoe/acn/icn_1.pdf
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DATA FLOW IN NDN - RESPOND A DATA

PIT of Content Store of R
’ Name “
Fagoefacnfieni-pdf Rg Data: “/ugoe/acn/icn_1.pdf/_W§

Prefix a

5_1ge acn/icn_1.pdf/_vi/_s1

—> FIB for /ugoe/acn
computqry) —==> PIT for /ugoe/acn/icn_1.pdf
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DATA FLOW IN NDN - RESPOND A DATA

PIT of R,

Prefix Face

/ugoe/acn/icn_1.pdf R R,

o 9

3 Data: “/ugoe/acn/icn_1.pdf/_v1/_s1”

—> FIB for /ugoe/acn
computqry) —==> PIT for /ugoe/acn/icn_1.pdf
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DATA FLOW IN NDN - FURTHER REQUESTS

—> FIB for /ugoe/acn
computqry) —==> PIT for /ugoe/acn/icn_1.pdf
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DATA FLOW IN NDN - FURTHER REQUESTS

Data: “/ugoe/acn/icn_1.pdf/_v1/_s1” I

—> FIB for /ugoe/acn
computqry) —==> PIT for /ugoe/acn/icn_1.pdf
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DATA PACKETS
* Query/ Response:

COMBATY)

Router forward request to best provider(s)
Data follow the request path

Data consumes the request

Request can be aggregated

Data replicated in the network

Data can be cached in the network

Content Name

Selector
(order preference, publisher filter, scope, ..)

Nonce

Interest (Request)

Content Name

Signature
(digest algorithm, witness, ...)
Signed Info

(publisher ID, key locator, stale time, ...)

Data

Data (Response)

I\
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FORWARDING ENGINE

« Forwarding Information Base (FIB)

» Stores the information about where to forward the request to.

* Prefix —» Face

« Pending Interest Table (PIT) - p——— N
Lo Hame P Face 0
» Stores the unsatisfied requests PR
fparc.com/videos WidgetAmpg/va/s0 s5a : ...:_;_...
' et
* Interest - Face Indax P
Pending Interest Table (PIT) ptr fype Face 1
* Content Store Prti Reguesing nE Fral, ,
ol p M ey
* In-router cache ol Ama AR || K e i l"\ [
8| F [ " 3
- - - o
« Content Name — Data — P Face2
Prefix__ | Face list : i .
. " Application
, —
fparc.oom 0,1 [ "
- - - . |
\ y,

COmBATy)
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DISCUSSION 1: FLOW CONTROL
* Pipelining:
* Receiver send multiple Interests before he receives Data

« Receiver-driven Flow & Congestion Control [°]

* Sequence number

« TCP-like window control (AIMD)

User / App supplied name

/ugoe.edu/jchen/acni4-ICN.pdf

Globally-routable Organizational name
name

(.(nn;)\i

I\
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Versioning &
Segmentation

/_v<timestamp>/_s3

Conventional/automatic
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DISCUSSION 1: FLOW CONTROL

. Example: VoCCN [l Caller (Alice) Callee (Bob)
- <registers a desire to see interests
asking for content beginning with
-'Fri' Interest: /domain/sip/bob/invite>
(-8
cén |/d0mafn/sip/bob/ invite/Ep(sk)/Ey(SIP INVITE message) I———>
@ Data:
bo Name: /domain/sip/bob/invite/Eg(sk)/E,(SIP INVITE message)
4 df——ei Signature Info: <metadata>, <signature>
Content: E..(SIP response message)
" Interest:
/domain/bob/call-id/rtp/seq-no —
Data: Name: /domain/bob/call-id/rtp/seqg-no
< - Signature Info: <metadata>, <signature>
o Content: SRTP packet (encrypted audio)
g Interest:
5 - - > a
s » /domain/alice/call-id/rtp/seq-no
Data:
Name: /domain/alice/call-id/rtp/seq-no
Signature Info: <metadata>, <signature> >
L Content: SRTP packet (encrypted audio)

COMPLT )
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DISCUSSION 2: TRUST

* Inherit trust support:
Content Name

« Signature in Data packet
Content Descriptors

* Hierarchical publisher-key establishment

Signature
(digest algorithm, witness, ...)
Signed Info
/parc.com/gecrge/videos /WidgethA.mpg/v3/=0/0x3fdc%6a4d. .. (publisher ID, key locator, stale time, ...)
signed Data
\ checks“m //
0x1b048347 key
) Data (Response)
I parc.com/george/desktop public key |
L . >
—

Signed by | parc.com/george |
| -

_—

Signed by[parc.com] [6]

comput
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REVIEW
« Why CCN?

* User behavior is already Content-Centric
* But Network is still Location based
* The add-on systems to mitigate the mismatch also introduces overhead

COMBATY)
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REVIEW
«  Why CCN?

« How does NDN achieve Content-Centric? (protocol level)

Versioning &

b h User / App supplied name Segmentation
rowser, chat, ...
\ File Stream / /ugoe.edu/jchen/acni4-ICN.pdf /_v<timestamp>/_s3
y e
\ Security, ... / Globally-routable Organizational name Conventional/automatic
name

)Content Name(

/ Strategy, ... \
/IR UDPPPP.. \

I copper, fiber, radio, ... I

(.(nn;)\i
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REVIEW
«  Why CCN?

 How does NDN achieve Content-Centric? (protocol level)

*  What are the 2 packet types in NDN? Why NDN is inherit query/response?

Content Name

Selector
(order preference, publisher filter, scope, ..)

Content Name

Content Descriptors

Nonce

Signature
(digest algorithm, witness, ...)

Interest (Request)

comput

Signed Info

(publisher ID, key locator, stale time, ...)

Data

Data (Response)

I\
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REVIEW
«  Why CCN?

 How does NDN achieve Content-Centric? (protocol level)

*  What are the 2 packet types in NDN? Why NDN is inherit query/response?

*  What are the data structures in a NDN forwarding engine? And functions?

» Forwarding Information Base (FIB)
« Pending Interest Table (PIT)
* Content Store

4 Content Store

Name Data

fparc.comivideos/WidgetA.mpg/va/s0

Pending Interest Table (PIT)

Index
ptr fiype
it
Prefix Regl:;s;‘ng o ¢

JFace 0
M L ]
- le

] o
: - LA
. '
_____

comput
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/parc.com/videos/ WidgetA.mpg/va/s! a -QJ : *-—1 '
8| F 1 ' N —
==
€ = Comtent stone F 2
P= ace
FIB L L :
Prefix | Face list ¢ ' e
' Application
*—
Jparc.com 0,1 L]
—
e _/
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REVIEW

« Why CCN?

 How does NDN achieve Content-Centric? (protocol level)

*  What are the 2 packet types in NDN? Why NDN is inherit query/response?

* Whatare the data structures in a NDN forwarding engine? And functions?

« Forwarding Information Base (FIB) ~  ;-------------------mmmomommo -

1
. '"tereSt Content | X [Pendin Interest 4

* Pending Interest Table (PIT) Store Tab,g PIT) FIB }-lm
1
« Content Store ! Data :
—r add i mcomlng :
: interface drop or !
! NACK !

Downstream Upstream
forward / |Pend|ng Interest I Data

cache | Table (PIT)

1

1

: |
. 1

: Content l X :

: Store discard Data !

X lookup miss v lookup hit [1]

comput
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REVIEW
«  Why CCN?

 How does NDN achieve Content-Centric? (protocol level)

*  What are the 2 packet types in NDN? Why NDN is inherit query/response?

* What are the data structures in a NDN forwarding engine? And functions?

e (Can NDN transfer live audio/video information?
Caller (Alice) Callee (Bob)

* Yes, VoCCN does it.

<registers a desire to see interests
asking for content beginning with

-_Fa Interest: /domain/sip/bob/invite>
1 : . . .
E | /domnain/sip/bob/invite/E,g(sk)/E,(SIP INVITE message) |
':“ Data:
oo Name: /domain/sip/bob/invite/Eyg(sk)/Ey(SIP INVITE message)
o «}——— Signature Info: <metadata>, <signature>
Content: E..(SIP response message)
Interest:
/domain/bob/call-id/xtp/seq-no |r —>
Data: Name: /domain/bob/call-id/rtp/seq-no
< « Signature Info: <metadata>, <signature>
& Content: SRTP packet (encrypted audio)
% Interest:
% < | /domain/alice/call-id/ rtp/seq-no
- L
: Data:
COmpTy) —
Nf Name: /domain/alice/call-id/rtp/seq-no

W /\ Signature Info: <metadata>, <signature> —
NO'R'K'S ADVANCED COMPUTER NETWORKS: ICN ) Content: SRTF packetieycrypted audio)
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REVIEW

« Why CCN?

 How does NDN achieve Content-Centric? (protocol level)

*  What are the 2 packet types in NDN? Why NDN is inherit query/response?
*  What are the data structures in a NDN forwarding engine? And functions?
* (Can NDN transfer live audio/video information?

* Isquery/response enough for Internet use?

COMBATY)
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